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Briefing Note : Security of ICT equipment and insurance cover
Through procurement and installation activities undertaken by SLTS with schools, it has become apparent that there are issues with regard to ICT equipment (physical) security and insurance cover (provided through City & County of Swansea) that will impact on schools.
To quantify those issues and try and find a resolution to them, SLTS has met with the Risk Management section of Corporate Finance (who manage the insurance provision).

The following is a summary of the information available so far and areas which are being progressed :
· Current insurance provision
The following is the current situation with regard to insurance cover (which has recently been circulated to schools)

Laptops
Unless they are locked away in a secure location, when unused, there will be no theft cover. 

For accidental damage, depending on the cause, the excess could be NIL, 50%, or there could be no cover provided. This will be dependent on the cause of the damage and especially, the level of care taken of the item.

Laptops that are stolen from a secure location, where there has been no similar previous claim(s), will normally be covered in full. However, all these claims will have to be accompanied by a Crime Reference No. (from the Police)

If there have been previous similar claim(s), it would be expected that any recommendations made by insurers would have been complied with for full cover to be in place.

PCs 
It is not reasonable to expect these to be locked away in a secure location when not being used, however all reasonable care must be taken to protect them. 

To leave classrooms unlocked, or to place items in a demountable classroom, other classrooms, or offices which have unsecure windows would not be deemed to have taken reasonable care and therefore claims could be rejected under these circumstances.

Again, all losses must be accompanied with a Crime Reference No.

Other
With regard to electronic items which are damaged/destroyed due to flooding or an escape of water, if these items are stored on the floor of a classroom or office it would be deemed that no reasonable care would have been taken of these items in the event of water damage.

All the above are general guidelines, for all properties, not just schools, and each claim will be treated on its merits.

· Areas to be progressed
SMARTWATER tagging and leased equipment
The SMARTWATER SuperLabel is a tamper resistant sticker which has a unique forensic code embedded into the label’s adhesive (attributable to a specific site, e,g, school) – should a thief attempt to remove a SuperLabel, the unique SmartWater code can be established from the smallest speck of adhesive, which is also fluorescent and visible under ultraviolet light.
SMARTWATER labels have been endorsed by the Police and some schools that have experienced thefts of ICT equipment have been provided with labels.

To enable the adhesive to be traceable, each unique forensic code and the associated site are recorded and provided to the Police – these records need to be maintained where ownership is transferred or the equipment is disposed off.
After consultation with Corporate Finance and their leasing advisers, there does not appear to be an issue with utilising these labels for leased laptops and PCs, however, schools would need to ensure that the SMARTWATER records held are updated to show the items as being sold, returned, disposed, etc. – SLTS will not undertake this activity.
Risk management section is currently considering the widespread use of these labels and will inform SLTS if, and when, this is implemented – at that point a joint update will be issued to schools
Considerations for schools when deploying ICT equipment
To minimise the number of thefts and their impact (not just financially, but also the impact on teaching and learning where such an important resource is not available for a period of time whilst it is replaced), the SLTS User Group will discuss this and explore the options at its next meeting on 19th July.

Considerations will include how and where schools deploy ICT equipment to minimise the risk of thefts (e.g. more use of laptops), the use of security devices (where appropriate), etc.

Any recommendations will then be documented and issued to schools with the update on the use of SMARTWATER labels.

Should you have any queries, please contact Ricky Holdsworth via the Service Desk (tel. 01792 636900, fax 01792 637474, e-mail service.desk@swansea-edunet.gov.uk)
Circulation

SLTS (Service Desk, Admin&Procurement staff)

All primary/special schools
All secondary schools (that subscribe to procurement element of the SLA)

Robert Price, Technical Services Manager, SLTS

Kieran Costello, ILT Co-ordinator, Education Directorate

Richard Jones, Desktop Support Team Leader, SLTS

Wayne Morgan, Software Support Team Leader, SLTS

School Effectiveness Service (ICT Advisers)

Brian Roles, Head of Service (Education Resources and Planning), Education Directorate
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