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1. INTRODUCTION

This document is intended to be a first point of reference for schools in relation to policies and procedures that apply to the delivery of services by Swansea Learning Technology Support (SLTS).

The procedures and (to a lesser extent) the policies defined in this document will change from time to time.

To avoid confusion, the document will be subject to strict change 
control, with any required changes to be reported utilising the ‘request for change’ procedure.

All versions will be controlled through the Configuration Library within SLTS using the following convention:

· All draft versions (whilst under quality review) will have a decimal number, eg, 0.1, 1.2, with the decimal number signifying the draft version.


· All live versions (post quality review) will have a whole number, eg, 1.0, 2.0.

The revision history at the start of the document will record any changes made.

The latest release will be held at www.learn-ict.org.uk . All new releases will initially be circulated via e-mail, but please check the definitive release at the above address before using any procedure.

2. POLICIES

2.1 Introduction

In order to deliver the benefits that are defined in the Education ICT service model, it is essential that the service operates within a well-defined policy framework. These policies define the rules that regulate how resources are managed and services delivered so as to achieve defined objectives.

Those objectives must include as a minimum:

· meeting statutory requirements

· compliance with policies of participating organisations

· matching best/good practice.

Policies define general principles, not detailed procedures for carrying out actions. SLTS only needs a small number of such policies and these are gathered together in this section.

2.2
Security
The purpose of this policy is to protect:

· the Education ICT Wide Area Network for Learning

· the Education ICT servers and applications.

2.2.1
General IT security

SLTS will apply the security policy as published by the Corporate IT Department, City & County of Swansea, in relation to the Education ICT Wide Area Network for Learning, its servers and applications (known as EDUNET).

The policy is not intended to protect pupils, students or teachers – this is the responsibility of the individual schools.

This document can be referenced on the corporate intranet at the following address:

http://swannet/infotech/policies/security.htm
2.2.2
Acceptable use

The acceptable use section of the security policy is intended to protect the interests of the users and operators of EDUNET in their use of the Internet and e-mail, so that those people and organisations do not inadvertently incur legal and other liabilities for EDUNET.

This policy does not address such issues as patterns of usage, personal usage (as opposed to curricular usage), etc, of staff and pupils – this is a matter for schools to manage locally.

However, as a general principle, the following will apply to ensure there is no risk of staff or pupils being subjected to legal liability for inappropriate use of the Internet or e-mail.

The Internet and e-mail facility should not be used for transmitting or receiving material which is:

· illegal, obscene, offensive, fraudulent, etc

· discriminatory (on the grounds of race, gender, nationality, culture, religion, sexual orientation, age, disability or personal characteristics)

· defamatory – including libellous and slanderous comments

· an intrusion into other people’s privacy, or which may be construed as harassing them

· in breach of copyright
(it is illegal to download or copy material without prior permission of the owner; furthermore, copyright in material exists automatically, and no statement to this effect is required)

· in contravention of the Data Protection Act (using personal data for unauthorised purpose)

· confidential information.

Do not use the Internet or e-mail facility for:

· chain letters

· private business use or personal advertisements

· chat lines or playing games

· on-line betting or gambling

· newsgroups, bulletin boards, mailing lists other than those recognised for use within the curriculum – these must be authorised either by a member of staff or the headteacher

(these are areas where names and addresses are made available to a wider audience and as such could result in junk mail (SPAM) causing overloading of mailboxes and wasted time)

· downloading files, shareware or freeware – there may be licensing issues; in addition, this could introduce viruses into the school (and possibly onto the EDUNET network)
· purchasing on-line, other than for school business, and then only in accordance with the Authority’s e-commerce and general procurement policy.
In addition to the above, the following must be adhered to:

· users must not make known their IDs or passwords to other users
· no user shall utilise another user’s ID or password to access systems
· no user shall access another user’s e-mail without their express authorisation, except for SLTS monitoring purposes
· no user shall send e-mail from another user’s PC, or from a PC where another user is currently logged in, without their express authorisation.
Monitoring

SLTS reserves the right to monitor Internet use and e-mail for the sole use of ensuring this policy is adhered to.

2.2.3
Code of connection

The code of connection is intended for use by those schools requiring connectivity to EDUNET and is set out as follows:

· The school must abide by the security policy, as defined above
This is the starting point for any school that wishes to connect to EDUNET – compliance with this is mandatory for all schools.

· Access to EDUNET is subject to identification and authentication controls appropriate to the type and classification of the service, eg, pupil, teacher, 
IT co-ordinator, school clerk

There is a need to validate that users are who they claim to be and are authorised to carry out the activities they request.

The failure of the systems connected to EDUNET to provide the minimum level of access control and authentication would open EDUNET, and thereby other users of the network, to unauthorised access and potential abuse of the service.

· Links to other systems/networks* must be notified to, and authorised by, SLTS

Whilst connected to EDUNET – this will ensure that no system or network can unwittingly become a conduit for another organisation to gain access to EDUNET and thus present a threat to the integrity of the network and other systems connected to it.
Whilst disconnected from EDUNET – this will ensure that no system can be linked to external networks/systems and subject to hacking and/or virus.
*
this includes wireless local area networks (WI-FI) within the school

· One named individual within school is made responsible for the security of any and all systems or networks connecting to EDUNET

Security of a system or network is the responsibility of all users, but it is important that it is co-ordinated, and that one person has an understanding of how security is implemented within the school.  Also, one consistent point of contact is necessary for all users within the school, for SLTS and any third-party suppliers who may be employed.  

· All schools make their staff aware that they have a responsibility to ensure the security of the EDUNET network

Access to the EDUNET network requires care to ensure that users abide by the requirements of the service, as well as ensuring they safeguard against access by unauthorised persons.

· Physical access to server, data communication and termination equipment is controlled

Schools must ensure that access to that equipment, particularly located directly adjacent to the broadband (EDUNET) circuit, is controlled and, where possible, physically secure.

(This usually means that equipment must be kept in a locked room or cupboard, etc.)
· All incidents which constitute a threat to EDUNET are reported to the SLTS’s service desk (01792 636900) as and when they occur

This is to ensure that immediate and appropriate action can be taken to deal with any incident to remove or reduce (to a minimum) any threat.

· Advertising or any other form of unauthorised promotional activity on EDUNET is forbidden

EDUNET and the systems that manage it have been procured 
to enable an education-wide area network for the sole purpose of taking forward teaching and learning. The use of the network for 
the distribution of electronic ‘junk mail’ or advertising literature is 
not allowed.

2.3
Licences and compliance policy

2.3.1
Legal aspect of software licensing

When schools purchase software (including the operating system) it is subject to a contract under which the school has ownership of the physical materials, ie, the CD-Rom, manuals, etc.

However, the software contained on the CD-Rom remains the copyright and intellectual property of the publisher and can only be used subject to appropriate licensing.

Software licensing arrangements vary from publisher to publisher, eg, licences can purchased on an enterprise (site) basis enabling installation of the software on any PC, or can be on an individual licence basis, where each PC the software is installed on has to have a licence specific to it.

Failure to adhere to the appropriate licensing arrangements will result in copyright infringement and potential litigation.

Legal action against schools is not common, but has occurred with software suppliers and associations increasing attempts to tackle software misuse.

2.3.2
Licensing and compliance

SLTS, via the education directorate, will be responsible for appropriate licensing for the following, as part of the delivery of central services:

· Operating systems – for all server equipment that provides centrally-delivered services, including any local server equipment (secondary schools only)

· System management applications – for server equipment and designated client PCs in schools

· Licences specific for delivery of other centrally-delivered services
· Web filtering

· Anti-virus – for server equipment and all connected client PCs in schools

· Schools Information Management System (SIMS) – schools will be responsible for appropriate licensing (whatever arrangements they are for)

Individual schools will be responsible for appropriate licencing of the following :

· All application software that is installed on PCs – even if it is installed (on request) by a member of staff from the SLTS

· Software which is subject to a General Public Licence (GPL) – software licensed under a GPL can be copied, passed on and passed around, improved or amended by anyone who wishes. The intended legal obligation is that any changes and amendments must be done under the terms of the existing GPL.

2.3.3
Considerations for schools

ICT planning in school should consider licensing policies and procedures from the point of procurement to the withdrawal of software from PCs.

(This does not include any technical or curriculum considerations, which should be considered separately and in consultation with the ICT Learning Support/Education Effectiveness (ICT Curriculum) Services.)
Outlined below are some points to include within that process:

· the use of a ‘core’ set of software that facilitates delivery of the curriculum – the benefits of buying supplementary software (and licences) may not warrant the additional cost

· optimise the licensing arrangements of software for your school, where available, ie, buying multiple single licences as required may be more costly than buying bulk licences to incorporate future requirements

· good licence management procedures will ensure compliance and also enable schools to budget more effectively, ie, match up what is held with what is (or will be) needed – schools may be ‘over-licensed’ for some software

· communication – are all staff aware of licensing issues and the school’s policy and procedures for dealing with software?

2.4
Maintenance and support of hardware and software

2.4.1
Primary schools

Hardware support

· Support will be provided only for equipment that is contained within the inventory held by the SLTS service desk database.

· Equipment will be added to the SLTS service desk database as it is procured or leased through SLTS.

· Procurement or leasing of equipment will be undertaken in accordance with defined technical standards (contained within SLTS’s Definitive Hardware Library (DHL).

· Any equipment procured or leased outside of SLTS that is requested by schools to be added to the SLTS service desk database for support will be undertaken only if SLTS is satisfied that it meets the required technical standard it specifies at that time (from its DHL).

· Defined response and resolve times for faults will be applied to all equipment that is supported – these are defined in the Service Level Agreement (SLA).

Response and resolve times will vary between items based upon its function (eg, server, desktop PC, printer), type of service (eg, administrative or curriculum) and configuration (eg, networked, standalone).

These times do not take into account any party involvement, eg, a warranty repair – response and resolve times specified by third parties will be recorded and monitored separately.

Hardware maintenance

· All equipment procured via SLTS will come with a three-year warranty (unless otherwise stated).

· Processes for initiation of warranty arrangements for equipment procured via SLTS will be collated and held by SLTS for use as and when required.

· SLTS will liaise with third parties with regard to all aspects of a warranty on behalf of schools, as part of its role – this will include reporting and monitoring against defined supplier response and resolve times.

However, if the supported equipment has not been procured through SLTS, the school will need to initiate and manage the warranty arrangement itself.

The call logged with SLTS will be closed once a hardware fault has been diagnosed – any related additional work that would need to be undertaken by SLTS (eg, re-connection to EDUNET) afterwards should be logged as a new call with the SLTS service desk.
· SLTS will broker suitable contracts with third parties for maintenance of any supported equipment that no longer has a valid warranty.

However, schools will be responsible for any associated costs of any repairs undertaken, ie, parts and labour.

SLTS will liaise with those third parties with respect to all aspects of the maintenance required as part of its role – this will include reporting and monitoring against defined resolve times.

Should schools not utilise the contracts and make their own arrangements, SLTS will not act as a liaison or monitor the third party, ie, the call logged with SLTS will be closed once a hardware fault has been diagnosed – any related additional work that would need to be undertaken by SLTS (eg, connection to EDUNET) afterwards should be logged as a new call with the SLTS service desk.

Software support

· SLTS will only support application software and operating systems contained within its Definitive Software Library (DSL).


· Submission of new software to the DSL must be made through the SLTS service desk and will be subject to change management procedures.

2.4.2 Secondary schools

Hardware support

First-line support will only be provided by SLTS for equipment contained within the inventory held by the SLTS service desk database.

The equipment will be procured by SLTS and will be associated with SLTS centrally-delivered services, ie, EDUNET broadband circuit(s) (and associated network equipment), local domain controller and local NAS server.

· First-line support will be provided by the school’s ICT technician for all other equipment (eg, desktop PCs, laptops, printers, etc), with second-line support being provided by SLTS (to the ICT technician) on request.

· Equipment procured or leased through SLTS will be undertaken in accordance with defined technical standards (contained within SLTS’s DHL).

Any equipment procured or leased outside of SLTS that is requested by schools to be supported (on a second-line basis) will be undertaken only if SLTS is satisfied that the equipment type itself has been adopted by SLTS, ie, it is listed within SLTS’s DHL.

· Defined response and resolve times for faults will be applied for all areas where second-line support is undertaken – these are defined in the SLA.
Response and resolve times will vary between items based upon its function (eg, server, desktop PC, printer), type of service (eg, administrative or curriculum) and configuration (eg, networked, standalone).

Hardware maintenance

· All equipment procured via SLTS will come with a three-year warranty (unless otherwise stated).

· Processes for initiation of warranty arrangements for equipment procured via SLTS will be collated and held by SLTS.


· SLTS will disseminate the warranty arrangements to schools for them to initiate upon identification of a hardware fault.

Any associated call previously logged with SLTS at that point will be closed – any additional second-line support required should be logged as a new call with the SLTS service desk.

· SLTS will broker suitable contracts with third parties for maintenance of any equipment that no longer has a valid warranty.

However, schools will be responsible for any associated costs of any repairs undertaken, ie, parts and labour.

SLTS will disseminate the contract arrangements to schools for them to utilise directly.

Software support

· SLTS will only support application software and operating systems contained within its DSL. Submission of new software to the DSL must be made through the SLTS service desk and will be subject to change management procedures.

2.5
Supply of hardware and software

· To facilitate the provision of support to schools, it is recommended that schools utilise the arrangements available for schools in the procurement of software and licences and the procurement or leasing of hardware*.

*
For secondary schools, this is only available for those 
schools that choose this SLA option.
· Where schools choose not to do so, they must ensure that they adhere to the Authority’s contract procedure rules and guidance contained within its procurement guide. 
In addition, schools must also ensure equipment complies with technical standards contained within SLTS’s DHL or software is contained within SLTS’s DSL – failure to do so may result in equipment or software not being supported.

· The procedure for procurement of hardware and software and licences is contained in section 3.3.
· The scope of the procurement arrangements does not include ICT consumables (except for administrative systems in primary schools, which will still be supplied centrally) – schools must make their own arrangements for the purchase of these items in line with the Authority’s contract procedure rules and guidance contained within its procurement guide or utilise any existing contracts / framework agreements.
2.6
Supply of services outside the scope of the service model

Services to schools that are outside the scope of the service model may be available to schools in agreement with the technical services manager. Such services must be requested through the SLTS service desk (01792 636900) and where it is appropriate to provide the services, the technical services manager will provide a quotation and where necessary a formal proposal including a project plan for the implementation of the services. No additional services will be available to schools that are outside of the SLA.

3.
PROCEDURES
3.1 Introduction

The following procedures are intended to define how to do something and are subject to change over time.

The procedures are written with the intention of being easy to follow – if you find any problems or identify any way in which they can be improved, please utilise the ‘request for change’ procedure.

3.2 Service requests

Reference is made below to the ASSYST application – ASSYST is the software that is used to operate the service desk. It enables all calls to be logged and information about school equipment, users, etc, to be recorded and stored.

The following have been deemed as ‘service requests’ as they are routine demands for which there is a pre-defined procedure – this differs from an ‘incident’, which is basically a fault, and a ‘request for change’, which is a demand that requires evaluation prior to any implementation, eg, a new ICT suite.

3.2.1
Quotation for additional services
· The request is reported to the service desk (01792 636900 or
e-mail service.deks@swansea-edunet.gov.uk) by the school.
· The service desk records details of the additional service required and save within the ASSYST application.

· The ASSYST reference for the request is provided to the school.
· The request is e-mailed to the technical services manager for consideration (within policy constraints).

· The technical services manager informs the service desk of the decision (with details) by e-mail.

· If the decision is to decline the request, the service desk will inform the school (with details) and close the ASSYST record.

· If the decision is to accept the request, the service desk will provide details for implementation (activity, cost and timescale) to the school with a deadline for acceptance.

· If the implementation is declined, the service desk closes the ASSYST record.

· If the implementation is accepted, the service desk assigns the ASSYST record to the appropriate service department(s) within SLTS to undertake the implementation, including liaison with any relevant LEA sections.

· Once implemented, the ASSYST record is closed.

3.2.2
Booking a training course

SIMS training

Software roll-out (eg, new SIMS modules or platforms)

· There are pre-defined dates for major roll-outs of SIMS software. Depending upon the scale and complexity of the roll-out, courses can be scheduled within one term or over a whole academic year.

· Schools will be allocated a date and invited to attend by SIMS support. If they cannot attend on the date provided, they will agree an alternative date.

· Once the date(s) have been confirmed, the names of attendees will be provided to SIMS support by each individual school (any applicable pre-joining criteria may dictate who should attend from any individual school).

· The following information is provided by SIMS support to attendees at an appropriate time before the commencement of a course:

· course duration, start/ finish times and overview of the course

· on request, directions to the training facility (a map is available).

Repeat courses
Courses are repeated only where demand is deemed sufficient to warrant it, eg, new members of staff, additional relevant school 
staff. Requests for attendance on a repeat course are to be reported 
to the service desk (01792 636900

or e-mail service.desk@swansea-edunet.gov.uk).

· The service desk will record the request in the ASSYST application and provide the reference to the school.


· The SIMS support section will acknowledge the request and inform the school of the outcome of the request.

· The SIMS support section will close the ASSYST record.

Technician training

School ICT technician training will be undertaken in the 
following circumstances:

· Changes in hardware technology, systems software or application software that are to be adopted by SLTS:

–
in the event of the above occurring, SLTS will organise appropriate external training

–
date, time and venue will be provided to schools by SLTS
–
the school will then confirm attendance to the SLTS service
desk (01792 636900 or e-mail

service.desk@swansea-edunet.gov.uk)

–
the above contact details will apply in the event that the school needs to cancel attendance at the course.

· Implementation of projects that impact upon local systems administration and support (within the school):

· in the event of the above occurring, SLTS will organise appropriate in-house training and supporting documentation

· date, time and venue will be agreed between schools and the designated SLTS project manager as part of the project planning – training will take place immediately after implementation

· the SLTS project manager will provide contact details to the school for any communication regarding the training.

Office systems training

Training for the above, eg, Microsoft Word, Excel, etc, is provided by Corporate ICT Training Section.

A list of all available courses, venues, booking procedures, etc, can be found on the corporate intranet at the following address: 


http://swannet/trainbook/
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Curriculum ICT training

Training for the above, eg,Tizzy’s First Tales, Textease Paint, etc, is provided by the ICT Curriculum Team (part of the Education Effectiveness Team based at YG Bryntawe).

A list of available courses, venue, booking procedures, etc, can be found on the Learn-ICT website at the following address:

http://www.learn-ict.org.uk/courses/courses.asp
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3.2.3
Brokering external support

Should schools need to arrange external support where no current contract/framework agreement is in place, the following procedure will be used:

· A school will place a request with the SLTS service desk (01792 636900 or e-mail service.desk@swansea-edunet.gov.uk) for brokering external support.
· SLTS service desk will log the request on ASSYST and provide 
the school with a unique reference number (to be quoted in any 
future queries).
· The request will be considered utilising change management processes.
· If the request is declined, the change manager will inform the school of the reasons for the decision.
· If the request is approved, the school will be informed by the change manager.
A contract or framework agreement will then be implemented by SLTS’s procurement administration section in line with the Authority’s contract procedure rules and guidance contained within its procurement guide.

The school will then be informed by the change manager once 
the contract/framework agreement is in place and arrangements for its use.

· The ASSYST record for the request will then be closed by the SLTS service desk.
3.2.4
Equipment disposal

All schools are responsible for the physical disposal of equipment 
in line with current relevant legislation – SLTS does not undertake 
this activity.

However, the methods of disposal outlined below can be utilised by 
all schools and emulate (to a large extent) those employed by Corporate IT.

However, secondary schools will be responsible for providing evidence that disposal is applicable, whilst SLTS will facilitate this for primary schools by way of a ‘write-off’ form which confirms the decision and provides the reasons for disposal.

Request for disposal (primary schools only)

· The school will place a request for write-off of equipment with the SLTS service desk (01792 636900 or e-mail service.desk@swansea-edunet.gov.uk).
· SLTS service desk will log the call on ASSYST and provide 
the school with a unique reference number (to be quoted in any 
future queries).

· SLTS technical support will confirm the equipment can be disposed either by an on-site visit or if an out of warranty repair has been unsuccessful and the equipment returned to the school, eg, parts are now unavailable – they will then issue a ‘write-off’ form.

· SLTS service desk will then remove the item from its inventory database (upon receipt of a copy of the ‘write-off’ form issued to the school) and close the ASSYST record.

Physical disposal of equipment (all schools)

· Schools must ensure that all software, data and asset tags are removed, where applicable.

· Schools should consider the re-deployment of any software licences – see section 2.3.3 Consideration for schools.

· Schools must remove the equipment from their Asset Register, in accordance with Accounting instruction 9.

Schools can utilise the following ways to dispose of the equipment:

· PCs only – Contact Cwmbwrla Social Services on
01792 652101

· Employment training (Brian Sims) on 01792 482614

· Contact recognised charities

· Contact the Baling Plant, Ferryboat Close, Enterprise Park, Llansamlet, Swansea on 01792 796886 (current costs are £16.40 per tonne).

3.3
Procurement/leasing
Hardware may be acquired on behalf of schools in one of two ways, ie, outright capital purchase or lease (please note: leasing may not be available for all items initially).
Software and licences can be acquired by outright purchase only.

3.3.1
Procurement (outright capital purchase) – hardware and software and licensing
· The school will contact the procurement administration section via the service desk on (01792 636900 or e-mail service.desk@swansea-edunet.gov.uk ) to discuss requirements and obtain options and pricing.

· The school with then provide an official order to procurement administration to initiate the purchase.

· Upon receipt procurement administration will process a purchase order to the appropriate supplier.

· Delivery will be made directly to the school from the supplier (unless otherwise stated).

· The invoice will be sent directly to the school for payment from the supplier (unless otherwise stated).

· Any associated work to be undertaken by SLTS, eg, installation, must be requested via the SLTS service desk by the school after delivery has been made (unless otherwise stated).

3.3.2
Leasing – hardware only
Leasing will be undertaken on a quarterly basis to tie in with corporate processes for arrangement of lease agreements. Schools will be provided with detailed documentation by SLTS at the start of each exercise: however, the following is an overview of the procedure.

Confirmation of school equipment requirements

Before any procurement can be undertaken, SLTS will confirm exactly what equipment individual schools wish to lease from a prescribed list, eg, desktop PCs (with options), laptops, etc.

Procurement

Once requirements have been confirmed, SLTS will provide copies to corporate finance to enable them to check with education department (finance unit) that schools have the revenue within their annual budgets to pay for each year of the lease before approving the purchase.

At that point SLTS will undertake procurement of the specified equipment.

Delivery and installation

Costs for unpacking of all equipment (upon delivery) are hoped to be included within the agreed price paid as part of the procurement.

Installation of the PCs to a school’s network (and where requested, installation of curriculum software) will be undertaken by SLTS.

SLTS will agree a delivery and installation schedule with each school and the supplier(s).
Payment of invoices and arrangement of lease

(Corporate) finance department will pay the supplier equipment invoices generated for the procured equipment.

A lease for the equipment is then arranged by the (corporate) finance department which ‘sells’ the equipment to a finance company, which in turn charges a fixed ‘rental’ over a number of years – at this point ownership of the equipment transfers to the finance company.

Education department (finance unit) will re-charge schools annually (for the period of the lease agreement) for its proportion of the total annual rental. 

End of lease

It is important to note that schools will not own the equipment that is subject to a lease agreement: indeed at the end of the lease period all equipment must be returned in full working order to the leasing company – this will be facilitated by SLTS, although schools will be responsible for the following:

· identifying all equipment to be returned (asset tag/serial numbers will be supplied by SLTS)

· ensuring that all software and data is removed

· ensuring, where possible, that any stickers, pen marks, etc, that have been added by staff/pupils are removed

· ensuring that each system has a monitor, keyboard, mouse and (where possible) the original disks/documentation

· placing equipment in a central location within the school that is easily accessible for collection

· remove the equipment from the inventory, in accordance with accounting Instruction 9.

3.4
Incidents
3.4.1
Aim

The aim of these procedures is to provide an understanding of the principles of incident management, and to facilitate the restoration of normal service operation as quickly as possible to service users, thus ensuring that the best possible levels of service quality and availability are maintained.

3.4.2
Scope

Incident management is responsible for managing the processes involving:

· hardware

· communications/network equipment and associated software

· system software

· applications software.

3.4.3
Policy

The incident management processes used within SLTS will predominantly conform to the principles and practice set out in 
the Information Technology Infrastructure Library (ITIL), which have been compiled by the Central Computer & Telecommunications Agency (CCTA).

This approach will enable SLTS to record, classify, investigate, diagnose and resolve incidents, as far as is possible, in accordance with prescribed service levels.

3.4.4
Objectives of incident management

· To provide a single point of contact for the administration and control of all incidents.

· To ensure that incident management interfaces effectively with other service management disciplines and that an effective communication path exists to and from those involved or affected by the incident.

· To ensure that major incidents are identified and escalated to the problem manager.

· To continually review the incident management process in order to identify ways of improving the effectiveness and maturity of the process.

· To improve the resolution of incidents and recovery from them, 
eg, increasing first-line resolution, development of the knowledge base, etc.

· Obtaining management information from incident management data.

3.4.5
Process definition

The incident management process refers to an overall set of procedures and rules, which are designed to restore normal service 
to users as soon as possible and minimise the adverse impact on normal operations.

The process consists of a number of elements, such as incident detection and recording, classification and initial support, investigation and diagnosis, and resolution and recovery.

To achieve ‘best practice’ and offer customers the best possible service, all incidents will be monitored against prescribed response 
and resolve targets, with quality reviews undertaken on a sample of 
closed incidents.

3.4.6
Relationships with other service management disciplines

Configuration management
All incidents need configuration details of the affected IT equipment, for example, operating systems, size of hard drive, date of purchase etc.  These can be located in the configuration management database CMDB used by ASSYST application (except for secondary school locally-managed equipment, where details will need to be collated as required).

Problem and change management

The processes used for incident management should have a close interface with problem and change management. A major incident will lead to a problem, which may lead to a change and a change could lead to an incident or a problem. It is therefore essential that an audit trail is available to improve the response and investigation time to any given incident, problem or change.

3.4.7
Incidents

Definition of an incident

An incident is defined as any event which is not part of the standard operation of a service and which causes, or may cause, an interruption to, or a reduction in, the quality of that service.

3.4.8
Reporting and recording of incidents

Identification of incidents

Incident identification occurs when:

(
service users experience an interruption or reduction in service, eg, applications not being available, hardware failure, etc

(
service suppliers identify, through proactive monitoring, an interruption or reduction in service (before it is experienced by service users), eg, a broadband circuit operating below optimum capacity.

Reporting and recording of incidents

All incidents must be reported to the service desk by calling 01792 636900 or by completing the incident report form on the Learn-ICT website (see Appendix A for example)     (www.learn-ict.org.uk).
The following information will need to be supplied to the service desk:

(
name of person reporting the incident

(
name of person affected

(
sender’s e-mail address (if reporting via the website)

(
school name

(
location within the school (eg, room no)

(
asset tag no./serial no. of the equipment (if appropriate)

(
type of fault, eg, complete service loss, intermittent fault

(
description of the fault and service affected, eg, Internet, in addition to any error messages that are displayed



(once the information is received, the service desk will log the information into the ASSYST application, with a unique reference number being provided to the school for future reference)

(
checking accuracy of the ASSYST application CMDB and provision of support.


As part of the call logging process, the service desk will firstly check that the item is held within the CMDB.

If it is held, the details will be checked for accuracy against the CMDB and updated if required.

If it is not held, the following will be undertaken.

Primary schools

As all new equipment in primary schools will need to be installed and asset tagged by SLTS technical staff, any equipment reported that is not contained within the CMDB will need to be checked against the equipment specification details contained within the DHL – this is to ensure that it can be adopted for support by SLTS under the terms of the SLA.

If the item does not conform to those specifications, it will not be added to the CMDB or supported by SLTS. The service desk will close the incident record ‘to pending’ at this point.

If the item does conform to those specifications, it will be installed and asset tagged as part of the same incident call, after which details will be entered to the CMDB.

Secondary schools

SLTS will provide second-line support to school technicians in secondary schools in resolution of incidents, as all equipment sited within the school (apart from the domain controller and NAS storage device provided by SLTS) will be managed by the school itself.

Therefore, no details will be held within the CMDB; instead calls will be logged against a generic item, eg, desktop PC.

Before support can be provided however, the service desk will ensure that the type of equipment is contained within the DHL (and therefore supported by SLTS). If the type of equipment is not contained within the DHL, SLTS will not provide second-line support to the school technician. The service desk will close the incident record ‘to pending’ at this point.

Priority of incidents

As part of the incident recording process, once all the fault details have been obtained and CMDB/support issues resolved, the service desk will apply a priority level to the incident for processing.

The priority level will be decided upon by combining the impact and urgency ratings, as outlined in the following table:

	                       
	Impact

	   Urgency
	Critical
	High
	Medium
	Low

	Critical
	Critical
	Critical
	Critical
	Critical

	High
	Critical
	Severe
	Severe
	Severe

	Medium
	Critical
	Severe
	Moderate
	Moderate

	Low
	Critical
	Severe
	Moderate
	Low


The following table shows the criteria for assessing the level of impact:

	Impact
	Description

	Critical
	Loss or degradation of service that stops or dramatically impacts upon customers’ normal day-to-day operations

	High


	Loss or degradation of service that prevents a specific task or operation from being completed that results in a significant inconvenience to the customer

	Medium
	Loss or degradation of service involving a non-critical function which is a nuisance – the customer can continue business

	Low
	Loss or degradation of service that causes only a minor impact to the customer


The following table shows the criteria for assessing the level 
of urgency:

	Urgency
	Description

	Critical
	The incident should be resolved immediately, eg, inspection pending or a large number of users are affected 

	High
	The incident should be resolved as a matter of urgency, eg, a significant number of users affected

	Medium
	The incident should be resolved as soon as possible, eg, a few users are affected

	Low
	The incident should be resolved on best endeavours, eg, single user affected


3.4.9
Processing of incidents

Major incidents

Once the incident has been assigned a priority, the service desk will ascertain if it is deemed as ‘major’, eg, a power cut at one of the broadband ‘distribution’ sites.

If the incident is deemed ‘major’, the service desk will change the status of the incident to ‘major’ within the ASSYST application.

At this point the service desk will check if any open ‘known error’ or ‘known problem’ applies to the incident (see problem management section for definition and process).

If there is an applicable known error/problem, the service desk will 
link the incident record to the associated problem record and undertake the following:

· If a known error – change the status of the record to ‘known error’ and apply the available workround (see problem management section for definition). This will restore service to the user pending resolution of the underlying problem.

· If a known problem – change the status of the record to ‘known problem’ and apply any circumvention that is available. This will not restore service to the user but will provide an alternative, eg, a different application that provides similar functionality, pending resolution of the underlying problem.

At this point the service desk will close the incident record ‘to pending’ (although those records will still be linked to the problem record to identify where the problem resolution should be applied).

If there is no ‘known error’ or ‘known problem’ that can be associated with the major incident, the service desk will complete a new problem report for the problem manager (see problem management section).

Routine incidents
If the incident is not deemed ‘major’ the service desk will check if any open ‘known error’ or ‘known problem’ applies to the incident (see problem management section for definition and process).

If so, the same procedure will be followed as for a ‘major incident’, as outlined in the previous section.

If the incident does not have an applicable ‘known error’ or ‘known problem’, the service desk will check past incidents and the knowledge base within the ASSYST application for a possible resolution to the incident (first-line support).

If the service desk is successful in finding and applying a resolution it will record the resolution details in the incident record and close it ‘to pending’.

If the service desk is unable to resolve the incident, it will assign the record to an appropriate service department within SLTS for resolution (second-line support).

The service department that has been assigned the incident will attempt to diagnose and resolve the incident, either remotely or via an on-site visit.

If the resolution attempt is successful, the service department will either record the resolution details in the incident record and close ‘to pending’ the incident record (for a remote resolution), or complete a ‘docket’ (see Appendix B for example), leaving a copy with the school and providing a copy to the service desk (for resolutions involving an on-site visit) with the service desk recording the resolution details and close ‘to pending’ the incident record.

If the resolution attempt is not successful, the service department will either request more resource from their own service department to look at the incident, or re-assign the incident record to another service department for resolution.

At this point the above process is repeated until the incident is resolved.

3.4.10
Closure of incidents

All incident records will have been ‘closed to pending’ once the resolution has been effected, and details have been recorded within the incident record.

All incident records at this point will be re-assigned automatically to the service desk.

A random sample of incident records ‘closed to pending’ will be chosen for a quality review to be undertaken with the school involved – this will entail a telephone call to confirm the resolution applied restored service and that the service provided was to their approval.

All incident records are then closed.

3.4.11
Roles and responsibilities

Incident manager

The incident manager will be responsible for:

· monitoring all incidents against target resolution times, escalating with service departments managers, as appropriate

· identifying and managing major incidents

· reporting problems arising from major incidents

· developing and maintaining the incident management process

· reviewing the efficiency and effectiveness of the incident management process

· producing management information

· managing service desk staff

· maintaining effective communication with schools in relation to 
all incidents

· co-ordination of quality reviews for selected incidents prior 
to closure.

3.5
Problems

3.5.1
Aim

The aim of these procedures is to provide an understanding of the principles of problem management and to facilitate a response to any problem or major incident that has a direct impact on SLTS, its service suppliers and its customers.

3.5.2
Scope

Problem management is responsible for managing the processes involving:

· hardware

· communications/network equipment and associated software

· system software

· applications software.

3.5.3
Policy

The problem management processes used within SLTS will predominantly conform to the principles and practice set out in the ITIL, which have been compiled by CCTA.

This approach will enable SLTS to minimise the adverse impact of incident and problems on the service that are caused by errors within the IT infrastructure, and to prevent occurrence of incidents related to these errors.  

In order to achieve this goal SLTS will seek to get to the root cause of incidents and then initiate actions to correct and improve the service.

3.5.4
Objectives of problem management

· To provide a single point of contact for the administration and control of all major incidents and problems.

· To ensure that problem management interfaces effectively with other service management disciplines, and that an effective communication path exists to and from those involved or affected by the problem.

· To ensure that each stage of the problem management process is formally controlled and managed.

· To continually review the problem management process in order 
to identify ways of improving the effectiveness and maturity of 
the process.

· To improve problem control and error control.

· The creation of known errors and matching problems to 
known errors.

· Proactive prevention of problems by the creation of requests for change. This will eliminate the same problems recurring.

· Obtaining management information from problem management data.

· The completion of major problem reviews.

3.5.5
Process definition

The problem management process refers to an overall set of procedures and rules, which are designed to protect the integrity of all services against problems that are potentially disruptive, or have high risks associated with them.

The process consists of a number of elements, such as filtering problems, investigating and diagnosing problems, approving workrounds, validating workrounds, recording workrounds and creating requests for change to prevent re-occurrence of the problem.

To achieve ‘best practice’ and offer customers the best possible service, all workrounds will be thoroughly checked and tested prior to being accepted as a work-around for future problems. This will allow for a more effective response to incidents.

3.5.6
Relationships with other service management disciplines

For the incident management process to function efficiently, it is essential for a close relationship to exist between incident management and the various other service management disciplines.

Configuration management

All problems need configuration details of the affected IT equipment, for example, operating systems, size of hard drive, date of purchase etc.  These can be located in the CDMB used by ASSYST application (except for secondary school locally-managed equipment, where details will need to be collated on demand).

Incident management

To facilitate the resolution of major incidents and the resolution of problems associated with trends in incident reporting.

Change management

To implement solutions to problems configuration changes may be required. The changes are recorded through the change management process as a request for change (RFC). The change management process provides scheduled changes to the problem process.

3.5.7
Problems

Definition of problems, workrounds, known errors and known problems

A problem is a condition often identified as a result of multiple incidents that exhibit common symptoms. Problems can also be identified from a single significant incident, indicative of a single error, for which the cause is unknown, but for which the impact is significant.

A workround is a method of avoiding an incident or problem, either from a temporary fix, or from a technique, that means the customer is not reliant on a particular aspect of a service that is known to have 
a problem.

A known error is a condition identified by successful diagnosis of the root cause of a problem, and the subsequent development of a workround.

A known problem is a condition identified by successful diagnosis of the root cause of a problem for which there is no workround.

3.5.8
Reporting and recording problems

Identification of problems


Problem identification takes place when:

· matching the process to existing problems and known errors is not successful during the stage of incident initial support and classification

· analysis of incident data reveals recurrent incidents


· analysis of incident data reveals incidents that are not yet matched to existing problems or known errors

· analysis of the IT infrastructure indicates a problem that could potentially lead to incidents

· a major or significant incident (serious and adverse impact on the services to the customer) occurs for which a structural solution has to be found.

Completion of problem reports

All problems must be recorded on a problem report template. The template will contain incident reference numbers, a description of the incident and the possible impact of the incidents on services, systems and equipment. See Appendix B.

Submission of problem reports

A problem report should be submitted in the event of major incidents, multiple incidents exhibiting common symptoms and by proactive analysis identifying problems.

The report should be completed by the service desk or service departments and then submitted to the problem manager.

3.5.9
Processing problems

Filtering problems

Upon the completion of a problem report the problem manager will:


· Ascertain if the problem can be matched against any open known errors. If so, the service desk will be informed of the associated work-around to be implemented. The service desk should also link the incident to the problem in the ASSYST application.


· If the position cannot be matched against any existing known errors, the problem manager will try to match it against any open known problems. If so, the service desk will be informed of the associated problem reference so that the incident(s) can be linked to it (pending a workround and solution).


· If the problem cannot be matched against an existing known error or known problem, the problem manager will open a new problem record in the ASSYST application.

Problem investigation and diagnosis

Once a new problem has been recorded the problem manager will convene the problem response team, which may comprise (depending upon the nature of the problem):

· technical services manager

· SIMS support team leader

· desktop support team leader

· network and server support team leader

· service desk officer

· problem manager.

To aid the investigation and diagnosis of the problem various inputs will be required so that the problem can be evaluated correctly.  

Some examples of the inputs are:

· system software information

· network information and diagrams

· hardware specifications

· installed software lists

· information (if necessary) from Symantec

· information (if necessary) from Microsoft.


The problem response team will have to consider:

· Is the attack local or distributed denial of service (DDoS)?

· Can the source of the problem be localised?

· Describing the problem: identity, location, time and size.

The team will also have to assess the impact and urgency of the problem using the following tables:  

	Impact
	Description

	Critical
	An issue that stops or dramatically impacts upon a customer’s normal day-to-day operations

	High


	An issue that prevents a specific task or operation from being completed but has an alternative workaround that results in a significant expense and/or inconvenience to the customer

	Medium
	An issue involving a non-critical function for which a workaround may or may not exist – the issue is a nuisance – the customer can continue business

	Low
	An issue that causes only a minor impact to the use of the software, or is a cosmetic change


	Urgency
	Description

	Critical
	The problem should be resolved immediately

	High
	The problem should be resolved before any existing scheduled change implementations

	Medium
	The problem should be resolved at the same time as any existing scheduled change implementations

	Low
	The problem should be resolved after any existing scheduled change implementations


Aspects influencing urgency are:

· the existence of a workround/temporary fix

· the possibility of planned delay in resolution

· an awareness of future impact on the business.

Workrounds

After investigating and diagnosing the problem, the problem response team should then decide if a previous workround, contained in the workround library/ASSYST application knowledge base, can be utilised to restore service to the customer (that was not identified by the problem manager during the ‘filtering’ stage).

If a workround can be applied, then the problem manager will link the existing problem to the workround and re-assign the call to the service desk so that the workround can be applied.

However, if there is not a previous workround that can be applied, the problem response team will need to construct a new workround for the problem. This will be tested by the problem response team and then passed to the problem manager for recording.

The problem manager will link the new workround to the problem and inform the service desk so that the workround can be applied by service department(s).

If the user is happy that the workround has restored service the service desk can close the individual incident.

Problem circumvention

Where a workround has not proved successful or cannot be constructed, any circumvention of the problem, eg, using an alternative application, will be provided to the service desk for application by service departments.

3.5.10
Closure of problems

Problem records can only be closed by the problem manager after an RFC has been implemented.

3.5.11
Roles and responsibilities

Problem manager

The problem manager will be responsible for:

· developing and maintaining the problem control process

· reviewing the efficiency and effectiveness of the problem control process

· producing management information

· managing problem support staff

· allocating resources for the support effort

· monitoring the effectiveness of error control and making recommendation for improving it

· developing and maintaining problem control systems

· reviewing the efficiency and effectiveness of proactive problem management activities.

Problem response team

Problem support has both reactive and proactive responsibilities:

Reactive

· identifying problems by analysing incident data

· investigating problems, according to impact, through to resolution or error identification

· raising RFCs to clear errors

· monitoring progress on the resolution of known errors

· advising incident management staff on the best available workrounds for incident relating to unresolved problems/known errors

· assisting with the handling of major incidents and identifying 
root causes.

Pro-active responsibility

· identifying trends and potential problem sources (by reviewing incident and problem analyses)

· raising RFCs to prevent the recurrence of problems

· preventing the replication of problems across multiple systems.

Service desk

The service desk will be responsible for:

· applying workrounds and problem circumventions by linking incidents to open problems

· linking incidents to known errors

· linking incidents to open known problems.
3.6
Requests for change
3.6.1
Aim

The aim of this document is to enable all staff to understand the principles of change management and to be able to respond to any request for change (RFC), which has a direct impact on BITC, its service suppliers and its customers.

3.6.2
Scope

Change management is responsible for managing the processes involving:

· hardware

· communications/network equipment and associated software

· system software

· applications software

· all documentation and procedures associated with the running, support and maintenance of live systems.

Where an RFC has been referred to the project management team, changes to any components, for example, server equipment, documentation or procedures, will not come under change management, but would instead be subject to project change management procedures.

The change management team will, however, be expected to liaise closely with the project management team to ensure there are no problems with implementations under their control, for example, conflict of scheduling, resources, etc.

3.6.3
Policy

The change management processes used will predominantly conform to the principles and practice set out in the ITIL, which have been compiled by the CCTA.

This approach will enable the implementation of changes quickly and efficiently, highlighting risk and impact associated with each change, using standard working practices with the confidence that they will be embracing tried and tested ‘best practice’, whilst ensuring that a fast track capability for urgent requests for change is retained.

3.6.4
Objectives of change management

· To provide a single point of contact for the administration and control of all RFCs.

· To ensure that RFCs are processed and implemented, or rejected in accordance with agreed criteria.

· To ensure that change management interfaces effectively with other service management disciplines, and that an effective communication path exists to and from those involved or affected by the change.

· To ensure that each stage of the development of a change is formally controlled and managed; this includes the quality of the information at outset through to full testing and acceptance in compliance with structured disciplines which cover the complete change life cycle.

· To continually review the change management processes in order to identify ways of improving the effectiveness and maturity of the process.

· To effectively plan future changes in a cost effective and efficient manner.

3.6.5
Process definition

The change management process refers to an overall set of procedures and rules, which are designed to protect the integrity of all services against changes that are potentially disruptive or have high risks associated with them.

The process consists of a number of elements, such as approval, authorisation, validation, recording, impact assessment, building, implementation control and review.

To achieve ‘best practice’ and offer customers the best possible service, all RFCs will be thoroughly checked, built and tested prior to being accepted as a change, in compliance with any applicable SLA.  This will allow for better planning, control of resources and enable the service, its partners/suppliers and its customers to effectively plan future changes in a cost effective and efficient manner.

3.6.6
Relationships with other service management disciplines

For the change management process to function efficiently, it is essential for a close relationship to exist between change management and the various other service management disciplines.

Configuration management

All RFCs should be logged within the ASSYST application against, where appropriate, the configuration item (CI), which will be stored within the CMDB. The CMDB should contain accurate and up-to-date information about all CIs, which will in turn allow a full impact of an RFC to be assessed and highlight other applications/systems that may be affected by a proposed RFC. CIs should only be changed or updated through the change management process to ensure the integrity of the CMDB is maintained (the only exception to this will be where configuration discrepancies are identified upon logging an incident).
Incident and problem management

The processes used for incident and problem management should have a close interface with change management. A problem may lead to a change and a change could lead to an incident or a problem. It is therefore essential that an audit trail is available to improve the response and investigation time to any given incident, problem or change.

3.6.7
Requests for change

RFCs may evolve for a variety of reasons and from a variety of sources; examples of the areas which may be impacted upon are 

shown below:

· hardware

· communications/network equipment and associated software

· system software

· applications software

· all documentation and procedures associated with the running, support and maintenance of live systems

· changes that are raised through incident or problem reports

· introduction of new products or services

· changes to legislation which impact on BITC services

· user dissatisfaction

· changes to business requirements

· changes to infrastructure/support resources or equipment

· changes to funding or budgetary arrangements.

Urgent requests for change

An urgent RFC may be defined as a condition requiring a change to restore immediate service to the users, or a change necessary to fix an existing problem immediately (and will therefore have been given a priority level of ‘1’ – see section priority of requests for change). 

The majority of urgent RFCs are raised retrospectively, due to the nature of the problems, therefore the normal assessment and approval procedures are not practical prior to the change being installed.  However, the change must still follow the same life cycle as other changes.

The change manager is responsible for obtaining approval and authority for urgent requests for change from the emergency 
change board.

In the event that implementation of an urgent RFC is required, its customers will be notified as soon as possible after the change has been made. This will ensure minimum disruption to customers’ service and allow normal service to resume as soon as possible.

Urgent RFCs will only be accepted for issues requiring immediate solutions to identified problems. This applies to both problems that have been reported (reactive problem management), and those that have been identified through preventative maintenance.
Typically, urgent requests for change are generated by any one of the following two events:

· unplanned service outage
· multiple users are or may be affected.

Financial impact

· There will be a substantial financial impact if the RFC is not immediately implemented or applied by a particular date.

· The situation places the service at significant risk.

· If the RFC is not applied, the overall stability of the service would be at risk.

Management directive

The education directorate senior management team/programme board may direct that an RFC that falls outside the definitions listed above, be applied. 

Requests for change reported by an external service provider

There will be occasions when requests for change will be reported by external service suppliers, eg, BT.

Where this is the case the approval and authorisation for the request lies outside the scope of the change manager, the change board and the senior management team of the education directorate/programme board.

However, recommendations will be made to the external service provider as to how any implementation should be conducted, eg, method, timescales.

Also, it may identify a new RFC, which is raised as a result of any implementation that will need to be considered by the change manager, change board or the senior management team of the education directorate/programme board.

All internal customers will be notified of the impact of any RFC through the change process.

3.6.8
Reporting and recording of requests for change

Initiation of requests for change

RFCs can be initiated by any service user, supplier (direct or indirect) or internal member of staff.

Appendix C outlines the possible sources of RFCs and the proposed route for reporting with the BITC service desk.

They include:

· WNL (All Wales Broadband Backbone)

· BT (WAN)

· City & County of Swansea, Corporate IT

· Swansea Learning Technology Support service departments

· Other external third parties, eg, Dell, Compaq

· Swansea Learning Technology Support Project Management team

· Schools.

Completion of requests for change

All RFCs must be recorded on the ‘RFC’ form (see Appendix D).

The form can be submitted as follows :

· online : http://www.learn-ict.org.uk/slts/servicedesk.asp
· e-mail : electronic copy can be requested from the Service Desk (service.desk@swansea-edunet.gov.uk), completed and returned to the same e-mail address

· fax : electronic copy can be requested as above, completed, printed and faxed to the Service Desk on 01792 637474

· post : electronic copy can be requested as above, completed, printed and sent to the Service Desk, Room 1.2.6, County Hall, Swansea, SA1 3SN

The following criteria, as appropriate, must be addressed in detail to enable the RFC to be efficiently and effectively considered.

Section A – Standard Requests for Change Description

	Category
	RFC Detail

	Hardware Installation Rebuild

This category will cover the installation of all hardware items, e.g. PCs, laptops, printers, scanners, wireless cards, switches, etc.). It also covers the rebuilding of any PCs or laptops (where required)
	Equipment : click on the field and select one of the options. If the equipment falls into the ‘Other’ category, click on the filed next to ‘Other’ and type in the type of equipment manually
Procured via SLTS ? : click on the field and select Yes or No. This is a trigger for SLTS to check the minimum specification of the equipment (where appropriate) if it has not been procured via SLTS

No. to be installed : click on the field and type in the number of items requiring installation

Location(s) : click on the field and type in the location(s) where the equipment is to be installed

Infrastructure available ? : click on the field and select Yes or No. This is to check that, where appropriate, the equipment to be installed has a power socket and a network point available

	Asset Move
This category is used to request the re-location of all hardware items, e.g. PCs, laptops, printers, scanners, switches, etc.
	Asset Tag Reference(s) : click on the field and type in the reference(s) of the equipment to be moved
Location to be moved from : click on the field and type in the location where the equipment is currently located

Location to be moved to : click on the field and type in the location where the equipment is to be re-located

Infrastructure available ? : click on the field and select Yes or No. This is to check that, where appropriate, the equipment to be installed has a power socket and a network point available

	Stolen/Lost
This category is used to report any equipment that has been lost or stolen. The equipment will be annotated as being lost or stolen (on Assyst).
The school should then progress any insurance claim to acquire replacement equipment.
	Asset Tag Reference(s) : click on the field and type in the reference(s) of the equipment that has been stolen

Details of theft/loss : click on the field and type in details

Do you require detailed asset information for insurance purposes ? : click on the field and select Yes or No. This will include the make, model and serial no., which may be needed to progress any insurance claim

	Software Installation / Un-installation
This category is used to request the installation of both system (e.g. anti-virus) and application (e.g. MS Office, Textease) software.
Primary schools should note that unless software is contained within the Definitive Software List (DSL), SLTS is not obliged to install or support it.

To get software included within the DSL, primary schools will initially need to liaise with their CL@SS group representative
	Asset Tag Reference(s) : click on the field and type in the reference(s) of the equipment that requires the specified software to be installed/un-installed
OR

ICT suite location : click on this field and type in the location of the ICT suite, if more appropriate

Request Type : click on the field and select whether you require software to be installed or un-installed

Title : click on the field and select software title(s) from those available within the DSL

Additional titles : click on the field and type in any additional titles that may be required

	Configuration Change
This category is used to request changes to existing equipment or user configurations, e.g. you may wish a user to have internet access who previously did not or a PC to become ‘managed’ that was previously ‘unmanaged’.
	Asset Tag Reference(s) : click on the field and type in the reference(s) of the equipment that requires the configuration change

User name : click on the filed and type in the name of the user that requires the configuration change to be applied

Details of change : click on field and type in the details of the configuration change required, e.g. allow internet access

	Access Required
This category is used to request first time access to EDUNET services for pupils and staff, e.g. new user account
	Asset Tag Reference(s) : click on the field and type in the reference(s) of the equipment that is predominantly associated with the user requiring access
Type of access required : click on field and select the access required, i.e. curriculum (staff/pupil) or admin
Access Required : click on the field and select the type of access required, e.g. new user account, new e-mail account.

If the access required is not listed, click on the filed next to ‘Other’ and type in the type of access required manually

Details : click on the field and type in any relevant details, e.g. the user name

	3rd Party Installation / Upgrade
This category is used to request any work that may be out of scope for SLTS to undertake, e.g. installation of a projector, interactive whiteboard, network cabling, etc.
	Request type : click on the field and select the type of request, i.e. installation or upgrade
Location : click on the field and type in the location where the installation / upgrade is to be undertaken

Details : click on the field and type in relevant details, e.g. new network point required

	Web Work
This category is used to request internet related activities, e.g. blocking of an inappropriate web site
	Work required : click on the field and select the type of work to be undertaken.
If the work required is not listed, click on the filed next to ‘Other’ and type in the type of web work required manually

Relevant web site address : click on the field and type in the web address (URL) of the web site concerned

	Data Recovery
This category is used to request the re-instatement of any data that may have been deleted or lost, e.g. pupil GCSE work file
	Type of data : click on field and select the data type of the file that is to be recovered, i.e. 

curriculum (staff/pupil) or admin

Username (‘file’ owner) : click on the field and type in the person’s name to whom the file belongs

Filename : click on the field and type in the name of the file

File location : click on the field and type in the location address of the file that needs to be recovered




Section B – Non-Standard Requests for Change Description

Description of change required

A full account is made of the change being proposed, eg, procurement and installation of a new IT suite.

Reason for change

A full description of why the change needs to be implemented, ie, the justification for it. For example, a new IT suite is needed as the school involved needs to provide a timetabled facility that provides resources for all children, which may not be the case in individual classrooms.

What is the effect of not implementing the change?

This must outline the projected impact upon service users, related systems, infrastructure, etc, that may occur should the requested change not be implemented. It will be used to assess the impact of the change, which in turn will be used to determine the priority for implementation, should it be approved.

Section C – Request for Change Authorisation
Requested date for implementation/latest date for implementation

These are required to enable the urgency of the RFC to be determined, which in turn will be used to determine the priority for implementation, should it be approved.

Name of person initiating the change/location/telephone number/ e-mail address

These are the contact details of the person requesting the change used by the change manager to relay the outcome of the request.

Change authorisation

Each RFC must be authorised by a senior manager, or the headteacher 

(if raised by a school), to ensure that the number of impractical or 

unnecessary requests for change are actually reported; this does not 

mean that reporting of requests for change should be discouraged.

Submission of requests for change

All RFCs must be authorised by a senior manager, or headteacher, prior to submission.

Completed forms received by the service desk:

Upon receipt of a completed form the service desk will check the request has all the sections completed and has been duly authorised: if so, it will log the details on to the ASSYST application, and if appropriate, against the CI concerned.

The change reference generated by ASSYST will be relayed to the initiator of the RFC.

The service desk will record the asset tag reference of the CI (from the configuration management database), where appropriate, and the change reference on the RFC form.

The RFC form and the ASSYST RFC will then be provided to the change manager for processing.

3.6.9
Processing of requests for change

Filtering of requests for change

Upon receipt of an RFC the change manager will carry out the following actions:

· the request will be checked to ensure that all required details 
are present

· the request will be checked against existing requests for change to ensure there is no duplication

· the request will be checked against documentation for any projects (eg, objectives/deliverables) that are in progress to ensure there is no duplication

· the request will be checked to ensure it is not totally impractical and has a sound case for being considered further.

If insufficient information is provided for a request to be actioned, it will be referred back to the originator for the missing information to be submitted. 

Priority of requests for change

Every RFC will be allocated a priority that is based upon the impact of the problem and the urgency for its implementation.

This priority is used to decide which requests will be assessed first – the change manager will be responsible for assigning the initial priority of all requests for change, but will discuss with the change initiator before making a final decision.

Should the request have to be considered by the change board this initial priority may change after its assessment; again the change initiator will be consulted.

The priority level will be decided upon by combining the impact and urgency ratings, as outlined in the following table.

	                       
	Impact

	   Urgency
	Critical
	High
	Medium
	Low

	Critical
	1
	1
	1
	1

	High
	1
	2
	3
	4

	Medium
	1
	3
	4
	5

	Low
	1
	4
	5
	6


According to the priority level applied, implementation of the change will be in accordance with predetermined timescales applied to each level of priority (which may, or may not, be in line with the timescales requested by the change initiator), as laid out in any applicable SLA or project mandate that is created when the RFC needs to be initiated as a project.

Assessment of impact

Some, or all, of the following will be considered as part of RFC assessments, but will be dependent upon the nature of the request:

· the impact the change will make upon the customer’s own 
service delivery

· the effect upon the infrastructure, including capacity, performance, reliability, resilience, security, maintenance and availability

· the impact upon other services that run across the same infrastructure or application

· the impact on non-IT infrastructures, eg, admin services, etc

· the effect of not implementing the change.

	Impact
	Description

	Critical
	An issue that stops or dramatically impacts upon a customer’s normal day-to-day operations

	High


	An issue that prevents a specific task or operation from being completed, but has an alternative workaround that results in a significant expense and/or inconvenience to the customer

	Medium
	An issue involving a non-critical function for which a workaround may or may not exist – the issue is a nuisance – the customer can continue business

	Low
	An issue that causes only a minor impact to the use of the software, or is a cosmetic change


The following table shows the criteria for assessing the level of Impact.
Assessment of urgency

Consideration will be given to the timescale required by the change initiator and any scheduled change implementations to arrive at a definitive level of urgency and date for implementation.

The following table shows the criteria for assessing the level of urgency.

	Urgency
	Description

	Critical
	The change should be implemented immediately

	High
	The change should be implemented before any existing scheduled change implementations

	Medium
	The change should be implemented at the same time as any existing scheduled change implementations

	Low
	The change should be implemented after any existing scheduled change implementations


Assessment of risk

The assessment of risk is of crucial importance to enable a decision to be made upon the consequences of implementing the change or not.

The following ratings will be used to set the level of risk associated with the change.

	Risk 
	Criteria

	Critical
	· is causing loss of service or severe usability problems to:

–  a large number of users

      –  a mission critical system

· is potentially impossible to ‘back-out’ from

	High
	· impacting upon the majority of users or severely affecting some users 

· has been performed before

· is difficult, but not impossible to ‘back-out’ from

	Medium
	· has the potential to impact upon multiple users

· has no impact upon the continued availability, reliability or maintainability of existing services

· is known to work and failure will not impact upon users

· will be quick and easy to ‘back-out’ from

	Low
	· has an isolated impact

· will be quick and easy to ‘back-out’ from

· has no user impact

· has no required down time


3.6.10
External requests for change

If the request has been reported by an external service provider, either:

· the change manager will co-ordinate a detailed analysis of the impact of the request and forward to the change board with details of the RFC

or

· if the RFC is deemed urgent, the convened emergency change board will undertake an analysis of the impact of the request directly.

· The external service provider will undertake the implementation of the change in accordance with any recommendations made by the change board/emergency change board in its report to the external service provider. Where this is not possible, any deviations will be notified to the change manager (and their reasons) in advance of any implementation, so that an additional impact analysis can be undertaken by the change board/emergency change board for any consequential remedial actions to be planned and implemented.

· The implementation of the change may also identify a new RFC that arises as a consequence, which the change board/emergency change board will raise.

3.6.11
Categorisation of requests for change

The process for categorisation of requests for change examines the impact that the implementation of the change would have upon SLTS, in terms of resources.

This would need to consider:

· the schedule of any existing changes to be implemented

· an assessment of the resources required and their availability, ie:


–
staff

–
equipment

–
financial

–
timescales

· any additional resources to sustain the change after implementation.

Requests for change will be categorised under one of the following:

standard

minor

significant

major

Standard requests for change
An RFC will be categorised as ‘standard’ where it is assessed the change can be implemented using existing allocated SLTS resources, and for which a standard change model (for implementation) is available (and for which an assessment has already been made).

A standard change is a change that follows an established path, 
is relatively common and is the accepted solution to a specific requirement.

The crucial elements of a standard change are that the tasks are well known and proven and that authority is effectively given in advance.

The ASSYST application will have all standard change models available for implementation – refer to Configuration Library for details of the standard change models and ASSYST documentation for creating standard change models within the application.

Minor requests for change

An RFC will be categorised as ‘minor’ where it is assessed the change can be implemented using existing allocated SLTS resources but for which no standard change model is currently available. 

The implementation of a minor RFC may become a standard change model.

Significant requests for change

An RFC will be categorised as ‘significant’ where it is assessed the change cannot be implemented using existing allocated SLTS resources, but needs additional and/or external resources.

The additional resources identified, whether they are staff, equipment, financial or a combination of them all, are deemed to be under the authorisation and/or control of the change authority. 

Major requests for change

An RFC will be categorised as ‘major’ where it is assessed that the change cannot be implemented using existing allocated SLTS resources, but needs additional and/or external resources.

The additional resources identified, whether they are staff, equipment, financial or a combination of them all, are deemed to be outside the authorisation and/or control of the change board and require consideration by the senior management team of the education directorate and/or any programme management board for approval prior to consideration by the change board.

3.6.12
Actions taken on an RFC that has been authorised

The following outline the actions taken once an RFC has been received:

Urgent requests for change

Where an RFC has a priority level of ‘1’, the change manager 
will convene the emergency change board (ECB) as a matter 
of urgency.

· The ECB will undertake an analysis of the RFC, including:

–
an impact analysis

–
estimation of the resources required for its implementation (financial, staff and equipment)

–
agreeing a priority for implementation and associated timescale.

· If the request is not authorised, the change manager will notify the outcome to the change initiator.

· If the ECB authorises the request and agrees that it is to be treated urgently, the change manager will assign the request to the appropriate service department for implementation (including a back-out plan), but will maintain co-ordination of the activities for 
its delivery.

(If the request is not to be treated urgently, the ECB will re-prioritise it for consideration by the change manager/change board.)

· If the implementation is not successful, the back-out plan will 
be initiated, at which point the change manager will review the implementation and consider what follow-on actions will be undertaken:

–
abandon the request

or

· revise the change and raise a new request (after closing the existing request)

· the change manager will liaise with the change initiator in this process and notify the outcome.

Standard requests for change

· The change manager will assess the initial priority of the request and categorise the change as ‘standard’, having identified an applicable standard change model.

· The request is assigned, via the ASSYST application, to the service department that will undertake the implementation of the standard change model.

· The assigned service department will undertake the specified activities within the standard change model in accordance with any service level agreement and/or specified timescales.

· Upon completion of the implementation, the service department will assign the RFC back to the change manager to inform the initiator of the change of the outcome.

· The change manager will close the RFC within the ASSYST application.

Minor requests for change

· The change manager will assess the initial priority of the request and categorise the change as ‘minor’.

· The change manager will co-ordinate a detailed impact analysis, including:

–
an impact analysis

–
estimation of the resources required for its implementation (financial, staff and equipment)

–
agreeing a priority for implementation and associated timescale.

· If the request is not authorised, the change manager will notify the outcome to the change initiator.


· If the request is authorised, the change manager will assign the request to the appropriate service department for implementation (including a back-out plan), but will maintain co-ordination of the activities for its delivery.

· If the implementation is not successful, the back-out plan will be initiated, at which point the change manager will review the implementation and consider what follow-on actions will be undertaken:

–
abandon the request

or

–
revise the change and raise a new request (after closing the existing request).

· The change manager will liaise with the change initiator in this process and notify the outcome.

Significant requests for change

· The change manager will assess the initial priority of the request and categorise the change as ‘significant’.

· The change manager will co-ordinate a detailed impact analysis, including:

–
an impact analysis

–
estimation of the resources required for its implementation (financial, staff and equipment)

–
agreeing a priority for implementation and associated timescale.

· The change manager will forward the request and the impact analysis to the change board for consideration.

· The change board will consider the request and decide if it is to be authorised.

· If the request is authorised by the change board, due to the categorisation of the change, the change board will request that its implementation be initiated as a formal project. The change board will liaise with the project management team to scope the project and decide if a formal project board is required, using assessment above as the basis for a project mandate.

· The project management team will take control of the change implementation but will liaise closely with the change manager throughout its life.

· The change manager will notify the change initiator.


· If the request has not been authorised by the change board, the change manager will notify the change initiator.

Major requests for change

· The change manager will assess the initial priority of the request and categorise the change as ‘major’.

· The change manager will co-ordinate a detailed impact analysis, including:

–
an impact analysis

–
estimation of the resources required for its implementation (financial, staff and equipment)

–
agreeing a priority for implementation and associated timescale.

· The change manager will forward the request and the impact analysis to the senior management team of the education directorate or the programme board (if appropriate) for consideration.

· The senior management team or programme board will consider the request and decide if it is to be approved.

· If the request is approved the request will be returned to the change manager who will forward it to the change board for consideration.

· If the request is authorised by the change board, due to the categorisation of the change, the change board will request that its implementation be initiated as a formal project. The change board will liaise with the project management team to scope the project and decide if a formal project board is required, using assessment above as the basis for a project mandate.

· The project management team will take control of the change implementation but will liaise closely with the change manager throughout its life.

· The change manager will notify the change initiator.


· If the request has not been approved by the programme board/ senior management team or authorised by the change board, the change manager will notify the change initiator.

3.6.13
Change board

The change authority will be formally convened the first Monday every calendar month, however, requests may be considered by the change authority using e-mail during the interim. If the initial assessment of the change indicates that it is urgent (see Section 7.1), an emergency change authority will be convened.

The change authority will be chaired by the change manager and may consist of some, or all, of the following, depending upon the nature of the requests being considered:

· change manager

· SLTS representative(s)

· school service user group representative(s) (primary and secondary) 

· external third-party supplier.
Prior to the meeting, an agenda will be distributed to all attendees listing all requests to be reviewed. The meeting will discuss, schedule and approve all requests submitted.

The review will consider, for each request:

· a test plan is provided and is appropriate

· a requested change is technically feasible

· the operational requirements are reasonable

· the change conforms to any approved security policy

· the appropriate documentation/instructions and media have 
been received

· a back-out plan is available


· the change is compatible with any existing plans for systems and/or infrastructure

· the requested implementation date is acceptable.
A schedule of changes will be agreed by the change board and returned to the change manager after the meeting has been completed.  Once the schedule has been agreed, it will constitute acceptance by all areas represented.  

The change board will also review changes that have been implemented since the last meeting.

3.6.14
Closure of requests for change

This stage of the change life cycle is to ensure that change records are closed and coded correctly, and to ensure that the CMDB is kept up to date. It is essential that all associated problems are simultaneously closed at this time.

The status of a change post implementation can fall into one of the categories listed below:

Closed – success

Closed – backed out

Closed – rejected

Closed – failed

Closed – withdrawn
Closed – success

The change was implemented properly, met expected results and completely satisfied the originator’s stated requirements.

Closed – backed out

The change was implemented properly, but failed to satisfy the originator’s stated requirements, or there was an issue with the change where it was deemed necessary to remove the change from the system on which it was implemented.

In the event that the client has rejected a request, the following action should be taken:

i
update the notes of the change to show why the change failed to meet the stated requirements, and actions to be taken to make the change meet them

ii
notify the change originator as to the status of the change and actions to be taken to meet the stated requirements

iii
invoke the complete back-out plan to remove the change

iv
notify the change manager that the change was not implemented as scheduled

v

the originator should submit a new change request if required.
If the change was implemented as requested, but the results do not satisfy the originator’s requirements, it is the originator’s responsibility to request that the change be backed out and to submit a new change request, if the implementation of the change is still required.

Closed – rejected

The change was rejected and removed from the schedule prior to implementation, in which case the following action should take place:

i
update the notes of the change to show the reason why the change was removed from the implementation schedule

ii
notify the change originator that the change was rejected

iii
notify the change manager that the change was rejected with reasons

iv
resubmit the change request if required.

Closed – failed

The change was not implemented properly.

In the event that a request was not implemented properly, the following should take place:

i
update the notes of the change to show the reason why the change was not implemented properly

ii
notify the change originator that the change was not implemented

iii
invoke the complete back-out plan to remove the change

iv
notify the change manager that the change was not implemented as scheduled

v
initiate a ‘root cause analysis’ and submit to problem management to determine why the change failed

vi
submit a new change request if needed.

Closed – withdrawn

The change was cancelled from the schedule prior to implementation, in which case the following action should take place:

i
update the notes of the change to show the reason why the change was cancelled from the implementation schedule

ii
notify the change originator that the change was not implemented

iii
notify the change manager that the change was not implemented as scheduled

iv
reschedule and resubmit the change request if required.

3.6.15
Roles and responsibilities

Change originator

In raising a request, the originator has the following responsibilities:

●
the completion of an RFC form

●
the provision of a stated back-out plan (where possible)

●
the provision of a justification for the change

●
the provision of any additional documentation to support


the request

●
the provision of an accurate assessment of the change with


regard to potential risk, impact and urgency.
Once a change has been implemented, the originator must ensure that the change meets their expectations. It is the originator’s responsibility to request that a change is backed out and, if necessary, to submit a new request if the implementation of the change is still required.

Change manager

The change manager will be responsible for:

· allocating a priority, in collaboration with the initiator, to all requests

· rejecting all requests that are totally impractical


· tabling all requests for a change authority meeting, issuing of an agenda and circulation of all requests

· where requests are to be considered outside a formal meeting, the electronic circulation of requests

· deciding which members will attend which meetings according to the nature of the requests

· convening urgent change authority meetings

· authorisation of suitable requests

· informing all relevant parties of schedule of changes to be implemented

· liaising with the project management team for implementation of requests that are controlled through a formal project

· updating change records as necessary

· liaising with change initiators to review outcomes of requests submitted

· reviewing all implemented changes and identification of any follow on actions

· monitoring and reviewing the change management process

· analysing change records to identify trends or problems

· closure of requests

· production of regular management reports.

Service desk

· Receive and log all requests for change in the ASSYST application.

· Ensure that all requests for change are reported in the appropriate manner and that all relevant information is recorded prior to submission to the change manager.

· Ensuring a nominated representative undertakes duties on 
the change board to consider and review requests for change, where appropriate.

· Liaise with the change manager, where required, to ensure the administration of change records and the CMDB are carried out appropriately.

Service suppliers/users

· Undertake/review impact analyses for submitted RFCs.

· Authorise or reject submitted RFCs having considered all 
information available.

4
Appendices

Appendix A – incident reporting form (example)
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Appendix B – incident docket (example)
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Appendix C – RFC initiators
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Appendix D – RFC form (example)
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Appendix E – call management process (including service

  requests, incidents, problems and changes)
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5
GLOSSARY

First-line support
–
the initial source of support for the resolution of a 

fault, ie, within a primary school this will be SLTS technical support staff but within a secondary school this will be the school’s ICT technician.

Second-line support
–
the next level of support for the resolution of a fault 

where it cannot be resolved by first-line support, eg, a different SLTS technical support section or even an external third party.

Anti-virus

–
a service provided centrally by SLTS to ensure 

equipment is protected against external attacks through all variants of virus and all sources of delivery (although this is dependent upon equipment being connected to the network continuously to receive regular updates for new viruses).

Application

–
software that a user runs on a PC to undertake a

software


specific activity, eg, word processing,

spreadsheets, graphics, etc.

Change manager
–
the person designated to consider requests for

change (RFCs) where they do not require consideration by the change board, ie, standard, minor and significant categories of RFC.

Contract procedure –
the written procedures agreed by the Council for 

rules (CPRs)


the management of contract processes – further 

information is available on the corporate intranet at the following address :

http://swannet/legaladmin/procurement/ 

Definitive

–
a list containing all equipment (including

Hardware


specifications, where applicable) that are currently List (DHL)


approved and supported by SLTS.

Definitive

–
a list containing all application and system Software


software that is currently approved and supported Library (DSL)


by SLTS (this will include all software that is 

‘packaged’ and available for deployment remotely, commonly known as ‘MSIs’).

EDUNET

–
this is the term provided to the broadband network 

infrastructure and associated equipment that provides services to schools and is managed by SLTS on their behalf.

General 

–
in basic terms, this type of licence allows software Public



and work derived from it to be copied by anyone at Licence (GPL)

no charge.

Incident

–
created to deal with faults that stop the user’s 

normal operation of the hardware or software they are using.

Operating system
–
the most important program that runs on a 

computer – every general-purpose computer must have an operating system to run other programs. Operating systems perform basic tasks, such as recognising input from the keyboard, sending output to the display screen, keeping track of files and directories on the hard disk, and controlling peripheral devices such as scanners and printers.

Problem

–
created to deal with a single reported major fault 

(reactive), a significant number of minor faults being reported by different users (reactive) or the identification of a trend in similar faults (proactive).

Procurement 
–
the Council’s published guide to facilitate the 

guide



procurement of goods and services to ensure 

compliance with its contract procedure 
rules (CPRs).

Request for 

–
created to deal with any request from any 

change (RFC)
user/provider of SLTS’s services. The request could relate any element of its services, eg, hardware, software, procedures, etc.

Resolve time

–
this is the target time for the initial response to the 

school by an SLTS service department after reporting to the service desk, usually to acknowledge the call and clarify arrangements for resolution.

SIMS


–
acronym for School Information Management 

System. This is the software that runs many of the schools’ administrative functions, eg, pupil registration.

SLA


–
acronym for Service Level Agreement. This is the 

‘contract’ between the school, SLTS and the education directorate for the provision of prescribed ICT services contained within it.

SLTS


–
acronym for Swansea Learning Technology 

Support.

System software
–
software that is predominantly used by systems 

administrators to manage services provided, eg, Windows Server 2003.

Web filtering

–
a service provided centrally by SLTS to ensure all 

Internet traffic is filtered to ensure, as far as is practicable, that no inappropriate content is accessed by users according to the filtering level applied to them.
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