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SWANSEA LEARN-ICT SYSTEM
Administrator Guide

 (Primary/Special Schools)
Introduction
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This document provides guidance to those staff who are responsible for the day-to-day administration of those PCs and laptops set up on the Swansea Learn-ICT System within their school (predominantly   ICT Coordinators).
The tools provided are based upon proven Microsoft technologies*, which allow common tasks to be completed easily and quickly.

The following sections outline what functionality is available, and how to use it.
There is a glossary for terms with which you may be unfamiliar at the end of the document (they will be identified within the document in italics)
*    For those users who are already familiar with Active Directory, the tools provided are basically a customised  implementation of the Microsoft Active Directory Users And Computers console.

For users who are unfamiliar with Active Directory, further information is commonly available from the Microsoft website
(link : http://www.microsoft.com/technet/prodtechnol/windowsserver2003/library/ServerHelp/2218144f-bb92-454e-9334-186ee7c740c6.mspx ) 
ITCO Log on
[image: image17.emf]Schools

Domain

Users

Equipment

Software

School A

School B

Users

Equipment

Software

Organisational

Unit


When the computer is switched on, you will see the Welcome to Windows dialogue box. Press CTRL-ALT-DEL 
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@, Press Ciri-Alt-Delete to begin.

Requiring this key combination at startup helps keep your
computer secure. For mare information, lick Help.





The following dialogue box will appear
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Type in your User name and password and click OK
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Username 

***-itco (where *** is the school code e.g. ygb)                 

Password

as set by school (this will be case sensitive)

Domain   

SCHOOL              

The desktop background will be Red
[image: image20.jpg]


ITCO Drives

The ITCO user has administrator access to the system and any PC they log on to, this means that the PC should be pretty much un-restricted as far as the ITCO log on is concerned, and all drives should be available.
The ITCO does not have the usual combination of U:, T:, and M:, drives available for storing or accessing data as this is an administrative user account used for administrating the Managed Service system and should not be user for general day-to-day use, the ITCO will have a staff user account for this purpose.
The ITCO does however have one specific drive available to it, this can be seen by double clicking My Computer from the desktop which will show all available drives.
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The ITCO has the following specific drive available to it:
X: Drive
*** (where *** represents the school specific code, ygb for this example) on primary-nas* (where * represents the specific server No that the schools data is stored on). This is a drive mapping to the root of the school’s specific folder on the relevant server where the school’s data is stored, from here the ITCO can gain access to any folder, this includes for example all staff and pupil folders.
Managing Users

Accessing the User Management Console

Log on as ITCO
Access the User Management Console by locating the shortcut on the ITCO start menu.

(click START > MANAGED SERVICE > ‘xxx’ User Management)
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The default view is of your school’s organisational unit (OU) within the users section of the SCHOOL domain.

** BE AWARE THAT THE ITCO USER HAS BEEN DELEGATED FULL CONTROL OVER THIS ORGANISATIONAL UNIT, AND HAS THE ABILITY TO DELETE AS WELL AS CREATE OBJECTS **

Users
There are 3 types of user set up within the system (that are able to be managed at the school) :

· Pupil users
· Staff users
· Internet users  (to manage specifically access to the internet by staff and pupils)

To access the user group for the type of user that you want to administer and expand (click on the ‘+’ sign)  the appropriate group, e.g. Local > PupilUsers to display the pupil user groups
 [image: image4.png]=lolx|

| scton wew || & = | /@ | X &

B R gBavas

Tree |

Name Type Description

[ =t Thomas
=& local

(&) AdministrativeControl
(&) Desktophceess
(&) IntermetFiterGroups.
1) IntermetPermissions
(&) Intemetisers
(& Parents

(@) servers

1) SpecialstUsers.
(&) staffusers
{1 TypeOfuser
{21 Userpolicies
{21 UserProfiles

€ stptemplate User
£ Heather Owens  User

£ simpt User
€ stmpin User
€ strpt 1 User
€ stmp1z User
€ stmp1s User
€ stmp1a User
€ stmpis User
€ stmpis User
€ stmp17 User
€ simpis User
€ stmp1s User
€ stmp2 User
€ stmpzn User
€ strpz1 User

<





To administer the Internet Users
Expand Local > InternetUsers
To administer the Staff Users
Expand Local > StaffUsers
Adding Users


To create a new user, navigate to the correct OU where the new user is to be created, e.g. PupilUsers 
Right-click on the required group and select the Template User at the top 
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Select Copy and complete this first dialogue box with details of the users name etc. and then click on the Next button.

The next window prompts for initial password details.
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Check/uncheck the various options depending on the preferences at your school, then click Next to proceed to the final window.

Check the details and click FINISH.

The new user is then created with the correct groups and Home folder.
A full list of available groups can be found in Appendix A.

Deleting Users


Navigate through the OU structure to locate the required user, then right-click and select DELETE.
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Changing user passwords

Navigate through the OU structure to locate the required user, then right-click and select RESET PASSWORD.
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Managing Workstations


Accessing the Workstation Management Console

Log on as ITCO.
Access the Workstation Management Console by locating the shortcut on the ITCO start menu.

(click START > MANAGED SERVICE > ‘xxx’ Workstation Management)

The (now familiar) default view is of your schools organisational unit (OU) within the users section of the SCHOOL domain.

** BE AWARE THAT THE ITCO USER HAS BEEN DELEGATED FULL CONTROL OVER THIS ORGANISATIONAL UNIT, AND HAS THE ABILITY TO DELETE AS WELL AS CREATE OBJECTS **

Expand (click on the ‘+’ sign)  Local > Managed Workstations  
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All basic workstation administration can be completed from this console.

NB 
Laptops and unmanaged classroom computers should be added to the UnmanagedWorkstations OU 

ICT suite and managed classroom computers should be added to the ManagedWorkstations OU 

Adding Workstations
To add new workstations to the domain, you first need to create a computer account in the relevant OU. 

Right-click on the OU and select NEW > COMPUTER.
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Complete the details for the new workstation’s name, and click Next
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Click Next on the following window, ensuring that the Managed Computer check box is NOT checked.

Click FINISH to complete the addition of the new computer account.

The new computer now needs to be added to the ‘xxx’-managedwrkstns security group.  
Open the Properties dialogue box for the new workstation (RIGHT CLICK > PROPERTIES).

Select the Member of tab, and click the ADD button.

Add the ‘xxx’-managedwrkstns group, click CHECK NAMES and click OK.

NB
Unmanaged classroom computers should be added to the ‘xxx’-unmanagedwrkstns group

Laptops should be added to the ‘xxx’- mobilewrkstns group

The new workstation can now be added to the SCHOOL domain using the IT co-ordinators credentials.

Deleting Workstations


Navigate through the OU structure to locate the required workstation, then right-click and select DELETE.
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Appendix A

	Can’t Change Own
 Password
	Will disable the change password facility.

	Drag And Drop Users
	Explore is enabled. 

Drag and drop enabled.
Command line enabled.

Right hand mouse click enabled.

	No Lock Workstation
	Will disable CTRL-ALT-DEL lock facility.

	Removable Disc Users
	Will enable drives A:, B:, D: and E:. (Drive C: is only visible if Type of User – Mobile is enabled)

	Internet Users
	Allowed to access internet with own login (Proxy box will not pop up

	Intranet/Publishers
	Gives write access to drive I: (Webmaster).

	Mail Users
	Access to internal email system.

	No Download App
	Downloading any executable programs via the internet will be disabled.



	IT Coordinators
	Full access.

	Managed Users
	Everyone should be a member.

	Mobile
	User requiring C: drive access (e.g. laptop).

	Staff
	Write to T: drive.
Menus will be different.
Green Background on desktop.

Can access pupil files.

	Webmasters

	Have write access to drive I: intranet folder.
Have write access to drive W: web folder


Internet Groups

Level 1




Very Restrictive.

Level 2




Typical Pupil.

Level 3




Typical Staff.

Level 4




Exceptionally Open.

Only one can be selected.

Note 
Dependant on user being a member of the InternetUsers group.

Glossary

Computer Account

A computer account has to be created by a system administrator to enable a computer to be set up for use on the Swansea Learn-ICT System. The computer account uniquely identifies the computer on the system and matches the name of the computer (usually the Asset Tag reference). Once set up, the computer is then able to access work areas, resources, etc.
Domain

With the implementation of the Swansea Learn-ICT System, information associated with users, desktop computers, laptops, servers, peripherals and software applications for each school is stored in a hierarchical fashion to create a ‘directory’, (much in the same way as an organisation structure) – this is contained within a ‘domain’. 
This is illustrated in the diagram.
ITCO

Abbreviation for IT-Co-ordinator – logging in to the Swansea Learn-ICT System using this user will enable administration of the system, as outlined within this document


Organisational Unit (OU)

Within the domain there is a section created for each school to store the information pertaining to the computers, users, etc.
This section is called an organisational unit or OU
Security Group

People who use the Swansea Learn-ICT System are divided into groups, e.g. staff, pupils, IT Co-ordinator.

Each of those groups has a different set of access needs on the system, e.g. a pupil will need access to their work and the internet, whilst the IT Co-ordinator will need additional access to system management tools as well.

Each group is also granted permissions to do certain functions, e.g. right-click on the desktop or drag and drop files.

Each of those groups is termed a security group and individual users are assigned to these, as appropriate
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