Pupil Worksheet
OwreRner | agsOn 2

Decisions A

Web browsing

You decide to use a search engine. What should you do? Stop, think and

¢ (Go to a child-friendly search engine

e Go to a search engine that is not child-friendly

You see an advert linking to another site. What should you do? Stop, think and

e Go ahead and click it

e Go, leaving the page without clicking it

You arrive by mistake at an unsuitable web site. What should you do? Stop, think and

e Go straight to the ‘back’ button and get off the page

e Turn off the monitor and Go and tell your parent/carer

You are asked to register your details on a site. What should you do? Stop, think and

e Go from the page without registering

e Go ahead and register

You find a useful site that will help you with your homework. What should you do? Stop, think and

e Go ahead and copy large chunks — no one will know

e Go and write it up in your own words

)
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Decisions A

E-mail

A friend sends you an attachment you’re not sure of. What should you do? Stop, think and

e Go ahead and open it

e Go to the ‘Reply’ button to check that the attachment’s genuine

Someone you’ve only met on line asks you to send them a photo of yourself. What should
you do? Stop, think and

e Go ahead and send it

e (Go and tell your parent/carer or teacher

You get an e-mail from someone telling you that you’ve won a prize. What should you do?
Stop, think and

e Go ahead and reply — you may have won something big!

e Go to the ‘Delete’ button to get rid of the message

. /
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Decisions A

Chat rooms

You’re looking for a chat room. What should you do? Stop, think and

e Go to a moderated chat room

e (Go to an unmoderated chat room

Someone you’ve only met on line asks you to meet up. What should you do? Stop, think and

e Go ahead, it will be fun

e (Go and tell your parent/carer or teacher

Someone in a chat room says something unpleasant. What should you do? Stop, think and

e Go ahead and reply

e Go and leave the chat room

¢
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Decisions A

SMS/Text messaging

You have your own mobile phone and you want to use it in what you think could be an
unsafe place. Stop, think and

* Go somewhere that you think might be safer to use it

e Go ahead and use it anyway

You are crossing the road and your phone rings. Stop, think and

e Go ahead and answer it

e Go ahead and wait until you have crossed the road safely — you can always ring them back!

You are in the cinema watching a film and your phone rings. Stop, think and

e Go ahead and answer it — no-one will mind

e Go straight for the ‘off’ button and remember to turn it off next timel!

You want to send a text message to a friend but you are not sure of their number.
Stop, think and

e Go ahead and guess — you'll probably get it right!

e Go ahead and text you friend who knows the number — then you can be sure!

. /
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Decisions B

Web browsing

You decide to use a search engine. What should you do? Stop, think and

e (o to a child-friendly engine

e Go to an search engine that is not child-friendly

Why?

You see an advert linking to another site. What should you do? Stop, think and

e (Go ahead and click it

e Go, leaving the page without clicking it

Why?

You arrive by mistake at an unsuitable site. What should you do? Stop, think and

e Go straight to the back button and get off the page

e Turn off monitor and Go and tell your parent/carer

Why?

You are asked to register your details at a site. What should you do? Stop, think and

e Go from the page without registering

e (Go ahead and register

Why?

You find a useful site that will help you with your homework. What should you do? Stop, think and

e Go ahead and copy large chunks — no one will know

e Go and write it up in your own words

Why?

/
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Decisions B

E-mail

A friend sends you an attachment you’re not sure of. What should you do? Stop, think and

e Go ahead and open it

e Go to the ‘Reply’ button to check that the attachment’s genuine

Why?

Someone you’ve only met on line asks you to send them a photo of yourself. What should
you do? Stop, think and

e Go ahead and send it

e Go and tell your parent/carer or teacher

Why?

You get an e-mail from someone telling you that you’ve won a prize. What should you do?
Stop, think and

e Go ahead and reply — you may have won something big!

e Go to the ‘Delete’ button to get rid of the message

Why?

/
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Decisions B

Chat rooms

You’re looking for a chat room. What should you do? Stop, think and

e (Go to a moderated chat room

e (Go to an unmoderated chat room

Why?

Someone you’ve only met on line asks you to meet up. What should you do? Stop, think and

e Go ahead, it will be fun

e (Go and tell your parent/carer or teacher

Why?

Someone in a chat room says something unpleasant. What should you do? Stop, think and

e Go ahead and reply

e Go and leave the chat room

Why?

/
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Decisions B

SMS/Text messaging

You have your own mobile phone and you want to use it in what you think could be an
unsafe place. Stop, think and

e Go somewhere that you think might be safer to use it

e (Go ahead and use it anyway

Why?

You are crossing the road and your phone rings. Stop, think and

e (Go ahead and answer it

e Go ahead and wait until you have crossed the road safely — you can always ring them back!

Why?

You are in the cinema watching a film and your phone rings. Stop, think and

e (Go ahead and answer it — no-one will mind

e Go straight for the ‘off’ button and remember to turn it off next time!

Why?

You want to send a text message to a friend but you are not sure of their number.
Stop, think and

e Go ahead and guess — you'll probably get it right!

e Go ahead and text a friend who knows the number — then you can be sure!

Why?
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Decisions C

Scenario

Choice 1:

Choice 2:

What you
would do

OR
What you did

Scenario

Choice 1:

Choice 2:

What you
would do

OR
What you did

. /
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Stop! Go?
orceney Lesson 2
PROFICIENCY
SMARTthinki

= Secret

This is about personal information and whether it is WHO wants the information?

safe to give it out. For example, it might apply to WHY are they asking for it?

an on-line reg|strat|on form or someone rgquestlng WHAT will they do with it?

contact details so they can send you a prize.

STOP and THINK

= Meeting

This is about someone you have never met before WHY should you never arrange to meet

contacting you on line or through a messaging anyone you have only met on line?

service to invite you to a meeting. WHAT might happen?

STOP and THINK WHO should you tell?

This is about e-mail and attachments and what you WHO sent it?

need to think about before opening them. WILL it be safe to open it?

STOP and THINK WHAT can | do to protect myself and
the computer?

= Reliable

Anyone can put anything on the Internet and WHETHER | can rely on information on

anyone can use the communication technologies web sites to be true

(such as chat, SMS, e-mail, IM) to contact others. WHETHER | can rely on someone |

STOP and THINK can’t see telling me the truth
WHAT can | do to check?

No matter how careful we are, sometimes we might WHAT can | do when web sites and

come across things that upset us. messages make me feel uncomfortable?

?
STOP and THINK WHO can | tell?
k WHAT can | do to stop it happening again?
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