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2.2.2
Acceptable use

The acceptable use section of the security policy is intended to protect the interests of the users and operators of EDUNET in their use of the Internet and e-mail, so that those people and organisations do not inadvertently incur legal and other liabilities for EDUNET.

This policy does not address such issues as patterns of usage, personal usage (as opposed to curricular usage), etc, of staff and pupils – this is a matter for schools to manage locally.

However, as a general principle, the following will apply to ensure there is no risk of staff or pupils being subjected to legal liability for inappropriate use of the Internet or e-mail.

The Internet and e-mail facility should not be used for transmitting or receiving material which is:

· illegal, obscene, offensive, fraudulent, etc

· discriminatory (on the grounds of race, gender, nationality, culture, religion, sexual orientation, age, disability or personal characteristics)

· defamatory – including libellous and slanderous comments

· an intrusion into other people’s privacy, or which may be construed as harassing them

· in breach of copyright
(it is illegal to download or copy material without prior permission of the owner; furthermore, copyright in material exists automatically, and no statement to this effect is required)

· in contravention of the Data Protection Act (using personal data for unauthorised purpose)

· confidential information.

Do not use the Internet or e-mail facility for:

· chain letters

· private business use or personal advertisements

· chat lines or playing games

· on-line betting or gambling

· newsgroups, bulletin boards, mailing lists other than those recognised for use within the curriculum – these must be authorised either by a member of staff or the headteacher

(these are areas where names and addresses are made available to a wider audience and as such could result in junk mail (SPAM) causing overloading of mailboxes and wasted time)

· downloading files, shareware or freeware – there may be licensing issues; in addition, this could introduce viruses into the school (and possibly onto the EDUNET network)
· purchasing on-line, other than for school business, and then only in accordance with the Authority’s e-commerce and general procurement policy.
In addition to the above, the following must be adhered to:

· users must not make known their IDs or passwords to other users
· no user shall utilise another user’s ID or password to access systems
· no user shall access another user’s e-mail without their express authorisation, except for SLTS monitoring purposes
· no user shall send e-mail from another user’s PC, or from a PC where another user is currently logged in, without their express authorisation.
Monitoring

SLTS reserves the right to monitor Internet use and e-mail for the sole use of ensuring this policy is adhered to.
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